PEDRO G. M. R. ALVES

CONTACT INFORMATION

ADDRESS:  CAMPINAS, SAO PAULO, BRAZIL

EMAIL:  PDROALVES@GMAIL.COM | PEDRO.ALVES@ZAMA.ORG
WEBSITE:  WWW.IAMPEDRO.COM
PROFILES:  GITHUB | LINKEDIN | ORCID | GOOGLE SCHOLAR

RESEARCH INTERESTS

e APPLIED CRYPTOGRAPHY,

e CRYPTOGRAPHIC ENGINEERING,

e PRIVACY-PRESERVING COMPUTING,

e SECURE COMMUNICATION,

e HIGH PERFORMANCE COMPUTING,

» GPGPUs,

e« ZERO-KNOWLEDGE PROOFS.

PROFESSIONAL EXPERIENCE

2022 — AT PRESENT

SENIOR GPU ENGINEER

Zama, PARIS - FRANCE.

DEVELOPMENT OF A CUDA-BASED LIBRARY TO OFFER THE ARITHMETIC NEEDED TO ACCELERATE
TFHE.

RESPONSIBLE FOR THE CREATION AND MAINTENANCE OF zk-cuda-backend, A CUDA-
ACCELERATED BACKEND FOR ZERO-KNOWLEDGE PROOF GENERATION WITHIN THE TFHE-RS
ECOSYSTEM.

2013 - 2014 | BUSINESS INTELLIGENCE ANALYST.
Kanui, SAO PAULO - SP - BRAZIL.
DEVELOPMENT OF AUTOMATION SYSTEMS WITH INTENSE MANIPULATION OF DATABASES, DATA
EXTRACTION AND PROCESSING. RESPONSIBLE FOR THE IT TEAM IN AUDITING OF TWO ROCKET
INTERNET VENTURES.
2013 | SOFTWARE DEVELOPMENT INTERN.
Kanui, SAO PAULO - SP - BRAZIL.
DEVELOPMENT OF AUTOMATION SYSTEMS WITH INTENSE MANIPULATION OF DATABASES, DATA
EXTRACTION AND PROCESSING USING MAINLY PYTHON.
EDUCATION
2016 - 2023 | PHD IN COMPUTER SCIENCE, University of Campinas, CAMPINAS - SP -
BRAZIL.
Thesis: “CRYPTOGRAPHIC ENGINEERING OF PRIVACY-PRESERVING ALGO-
RITHMS”.

ADVISOR: PROF. DIEGO F. ARANHA.

2014 - 2016 | MSc IN COMPUTER SCIENCE, University of Campinas, CAMPINAS - SP -

BRAZIL.

Dissertation: “EFFICIENT GPGPU IMPLEMENTATION OF THE LEVELED FULLY
HOMOMORPHIC ENCRYPTION SCHEME YASHE”.

ADVISOR: PROF. DIEGO F. ARANHA.

2008 - 2013 | BACHELOR OF APPLIED AND COMPUTATIONAL MATHEMATICS, University

of Campinas, CAMPINAS - SP - BRAZIL.


mailto:pdroalves@gmail.com
mailto:pedro.alves@zama.org
https://www.iampedro.com
https://github.com/pdroalves
https://www.linkedin.com/in/pdroalves
https://orcid.org/0000-0002-7175-8383
https://scholar.google.com.br/citations?user=-m1Mj1YAAAAJ&hl=en

ACADEMIC EXPERIENCE

2020 - 2021

| Sem. 2017

1l Sem. 2016

| Sem. 2015

1l Sem. 2014

2012 - 2013

2010 - 2011

VISITING DOCTORAL RESEARCHER.
University of Aarhus, AARHUS - DENMARK.
ADVISOR: PROF. DIEGO F. ARANHA.

THE FOCUS IS ON THE DEVELOPMENT OF STRATEGIES FOR EFFICIENT IMPLEMENTATION AND APPLICA-
BILITY OF DIFFERENT SOLUTIONS FOR PRIVACY-PRESERVING DATA MANAGEMENT AND COMPUTING. AS
STARTING POINTS, WE SHALL CONTINUE PREVIOUS EFFORTS ON THE ACCELERATION OF FUNCTIONAL
ENCRYPTION SCHEMES (SUCH AS HOMOMORPHIC ENCRYPTION) USING GPGPU-PARALLELISM AND AP-
PLYING IT ON REAL-WORLD APPLICATIONS, SUCH AS HUMAN FACE RECOGNITION, AN OTHERWISE NO-
TORIOUSLY PRIVACY-INTRUSIVE COMPUTING TASK.

TEACHING ASSISTANT - ALGORITHMS AND COMPUTER PROGRAMMING - MC102.
Institute of Computing, University of Campinas, CAMPINAS - SP.
PROFESSOR: GUIDO ARAUJO.

SYLLABUS: FIRST CONTACT WITH COMPUTER PROGRAMMING. ALGORITHMS, SYSTEMATIC DEVELOP-
MENT, DEBUGGING, TESTING AND DOCUMENTATION OF PROGRAMS.

TEACHING ASSISTANT - ALGORITHMS AND COMPUTER PROGRAMMING - MC102.
Institute of Computing, University of Campinas, CAMPINAS - SP.
PROFESSOR: DIEGO F. ARANHA.

SYLLABUS: FIRST CONTACT WITH COMPUTER PROGRAMMING. ALGORITHMS, SYSTEMATIC DEVELOP-
MENT, DEBUGGING, TESTING AND DOCUMENTATION OF PROGRAMS.

TEACHING ASSISTANT — OBJECT ORIENTED PROGRAMMING - MC302.
Institute of Computing, University of Campinas, CAMPINAS - SP.
PROFESSOR: ANDRE SANTANCHE.

SYLLABUS: BASICS AND ADVANCED CONCEPTS OF OBJECT-ORIENTED PROGRAMMING. APPLICATION OF
CONCEPTS THROUGH JAVA LANGUAGE.

TEACHING ASSISTANT - PROGRAMMING PARADIGMS - MC346.
Institute of Computing, University of Campinas, CAMPINAS - SP.
PROFESSOR: JOAO MEIDANIS.

SYLLABUS: COMPARATIVE OVERVIEW OF PROGRAMMING PARADIGMS. FUNCTIONAL, LOGIC AND
OBJECT-ORIENTED PROGRAMMING.

RESEARCH IN SCIENTIFIC INITIATION PROGRAM.
Brazilian Biosciences National Laboratory, CAMPINAS - SP - BRAZIL.
ADVISOR: PHD. MARCIO CHAIM BAJGELMAN.

SOFTWARE DEVELOPMENT IN C AND JAVA FOR ANALYSIS OF HUGE CDNA LIBRARIES WITH HIGH PER-
FORMANCE USING THE CUDA PLATFORM.

RESEARCH IN SCIENTIFIC INITIATION PROGRAM.

Institute of Mathematics, Statistics and Scientific Computing, University
of Campinas, CAMPINAS - SP - BRAZIL.

ADVISOR: PROF. RICARDO BILOTI.

STUDY OF THE IMPLEMENTATION OF NUMERICAL METHODS FOR GEOPHYSICS SIMULATIONS USING
PARALLEL ALGORITHMS AND CUDA.



PUBLICATIONS

2024, TCJ

2021, FC

2018, JISA

2016, SBSEG

2016, CTDSEG

2016, CSBC

2015, SBSEG

2011, CISBGF

Alves, P. G. M. R. ET AL

“Lattice-Based Homomorphic Encryption For Privacy-Preserving Smart Meter
Data Analytics”

IN The Computer Journal.

Alves, P. G. M. R,, ORTIZ, J.N, AND ARANHA, D. F.
“Faster Homomorphic Encryption over GPGPUs via hierarchical DGT”
IN Financial Cryptography and Data Security.

Alves, P. G. M. R. AND ARANHA, D. F
“A framework for searching encrypted databases”.
IN Journal of Internet Services and Applications, 9(1), 1.

Alves, P. G. M. R. AND ARANHA, D. F

“A framework for searching encrypted databases” -  Best paper runner-up.
IN XVI Brazilian Symposium on Information and Computational Systems Security,
NITEROI - R] - BRAZIL.

Alves, P. G. M. R. AND ARANHA, D. F
“Efficient GPGPU implementation of the Leveled Fully Homomorphic Encryp-
tion scheme YASHE” x vorrveues — - Finalist.

IN IV Contest of Theses and Dissertations on Information and Computational Systems
Security, NITEROI - RJ - BRAZIL.

Alves, P. G. M. R. AND ARANHA, D. F.

“Efficient GPGPU implementation of the Leveled Fully Homomorphic Encryp-
tion scheme YASHE” (w porrucuese).

IN Congress of the Brazilian Computer Society, PORTO ALEGRE - RS - BRAZIL.

Alves, P. G. M. R. AND ARANHA, D. F.

“CuYASHE: Computation over encrypted data on GPGPUS” (x rorrucuess).

IN XV Brazilian Symposium on Information and Computational Systems Security, FLO-
RIANOPOLIS - SC - BRAZIL.

Alves, P. G. M. R. AND BiILOTI, R.

“Ray traCing in CPGPUS” (IN PORTUGUESE).

IN 12th International Congress of the Brazilian Geophysical Society, R10 DE JANEIRO -
RJ - BRAZIL.



RELEVANT PROGRAMMING PROJECTS

2025 — AT PRESENT

2022 - AT PRESENT

2017 - 2023

2014 - 2016

FAREWELL - DECENTRALIZED POSTHUMOUS MESSAGING.

PERSONAL PROJECT.

A DECENTRALIZED APPLICATION USING SMART CONTRACTS ON FHEVM FOR POSTHUMOUS
ENCRYPTED MESSAGING WITH CHECK-IN MECHANISMS AND GRACE PERIODS. DEPLOYED ON
ETHEREUM SEPOLIA TESTNET.

TFHE-RS - PURE RUST IMPLEMENTATION OF TFHE.

ZAMA.

CONTRIBUTOR TO ZAMA’S OPEN-SOURCE PURE RUST IMPLEMENTATION OF TFHE FOR EN-
CRYPTED BOOLEAN AND INTEGER ARITHMETIC, IMPLEMENTING PROGRAMMABLE BOOTSTRAP-
PING AND ADVANCED FHE FEATURES.

https://github.com/zama-ai/tfhe-rs

SPOG AND CUPOLY - SECURE PROCESSING ON GPGPUSs.

UNIVERSITY OF CAMPINAS.

SPOG 1S A CONTINUATION OF THE WORK WITH CUYASHE THAT EXPLORES DIFFERENT HOMO-
MORPHIC CRYPTOSYSTEMS ON A MODULAR DESIGN, ALLOWING EASY CODE REUSE ON DIFFER-
ENT SCHEMES. SPOG WAS FIRST PRESENTED ON FC21 AND TODAY IMPLEMENTS TWO HOMO-
MORPHIC CRYPTOSYSTEMS, BFV AND CKKS, WITH CONSIDERABLE SPEED-UPS FOR BOTH.
https://github.com/spog-library

CUYASHE.

UNIVERSITY OF CAMPINAS.

CUYASHE WAS THE FIRST IMPLEMENTATION OF THE HOMOMORPHIC SCHEME YASHE ON GPG-
PUS. THIS LIBRARY EMPLOYS THE CUDA PLATFORM AND SOME ALGEBRAIC TECHNIQUES (LIKE
CRT, FFT AND OPTIMIZATIONS ON POLYNOMIAL AND MODULAR REDUCTION) TO OBTAIN SIG-
NIFICANT PERFORMANCE IMPROVEMENTS.

https://github.com/cuyashe-library

PERSONAL DATA

CITIZENSHIP
DATE OF BIRTH

BRAZILIAN
AUGUST 27, 1988

LANGUAGE SKILLS

PORTUGUESE
ENGLISH

NATIVE LANGUAGE.
FLUENT.

TECHNICAL SKILLS

OPERATIONAL SYSTEMS: | GNU/LINUX, MAC OS AND WINDOWS.
LANGUAGES: | Rust, C/C++, Python, SOLIDITY, JAVA, JAVASCRIPT, BASH SCRIPT, PRO-

LOG, LisP.

INFORMATION SECURITY: | EXPERT IN cryptography wiTH practical and theoretical knowl-

edge OF THE EFFICIENT IMPLEMENTATION OF CRYPTOGRAPHIC ALGO-
RITHMS AND deep knowledge oF CURRENT functional encryption
scHEMES AND differential privacy METHODS.

DATABASES: | SQL: MYSQL, MARIADB, SQLITE, POSTGRESQL. NoSQL: MONGODB,

REDIS AND OTHERS.

PARALLELISM: | CUDA, PThreads, OpenMP, MPI AND MapReduce TECHNIQUES.
INTERNET FRAMEWORKS: | Django, Node.JS AND Socket.IO.
CLouD COMPUTING: | Google Cloud, AWS, Hyperstack AND OTHERS.
SOFTWARE ENGINEERING: | EXPERIENCE WITH Scrum AND UML.
VERSIONING: | Git.
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